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ABSTRACT

Cloud data storage allows users to store huge amount of data on demand in a cost-effective manner. To preserve the
confidentiality of data stored in the cloud, many cryptography techniques have been developed. But, the authentication
performance of existing techniques was not enough. In addition to that, the amount of memory space needed to securely
store data in the cloud was more. In order to overcome such limitations, Cryptosystem Based Quotient Filter Model is
proposed. The model is designed for secured data access on cloud storage with higher data confidentiality and lower
space complexity. Initially, the user registers his/her detail to a cloud server (CS). After registering, the cloud server
generates the endorsement public key and private key. Then, the cloud user encrypts data with their endorsement public
key and sends it to the CS. During the data access, the cloud user sends the request message. Afier receiving the request,
cloud server checks the endorsement public key of the user and allows only the authorized user to access cloud data.
After verifying the endorsement public key, the user decrypts the data with help of their endorsement private key. This
helps to improve the data access security on cloud storage. The Model conducts an experimental evaluation using
factors such as space complexity, data confidentiality rate and authentication accuracy with respect to a diverse number
of user and cloud data.
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An improved CP-ABE (cipher text-policy
attribute-based encryption) scheme was intended in [1]
to enhance the performance of access control for mobile
users in the hybrid cloud system. The confidentiality
level of data using this scheme was lower. A novel
Data Access Control for Multi-Authority Cloud Storage

1. INTRODUCTION

Data access control is a significant process to
achieve the data security in the cloud. Securing the data
access from cloud storage is a difficult problem to be
resolved because of data outsourcing in un-trusted
cloud servers. Several techniques are designed in

existing works with help of different cryptographic
techniques to perform the secure data access control on
cloud storage system. However, the authentication
performance of conventional techniques was not
sufficient which lacks the confidentiality level of data
stored in the cloud. Also, the space complexity of
existing techniques was higher. In order to solve these
drawbacks, NPEAKC-WHQF Model is designed. The
NPEAKC-WHQF Model is designed with aim of
securing cloud storage and data access with lower space
complexity.
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(DAC-MACS) scheme called NEDAC-MACS scheme
was presented in [2] to resist attacks in the cloud.
Though the communication and computation overhead
was reduced, authentication was not carried out using
DAC-MACS scheme. Besides, the space complexity of
this scheme was higher.

The trust model was introduced in [3] to
enhance the security for stored data in cloud storage
systems. The time needed for achieving secured cloud
storage was higher. A fair data access control scheme
was designed in [4] for cloud storage. But, the
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authentication performance of this scheme was not

effective.

An attribute-based encryption technique was
presented in [5] to guard data from potential data loss
and an illegal access to the stored data. However, the
confidentiality rate of data was not at the required level.
Multi-Authority Data Access Control was developed in
[6] for enhancing the security of the cloud storage
system. But, the memory space needed to securely store
the data was very higher.

A similarity-aware message-locked encryption
algorithm called EDedup was intended in [7] to
minimize metadata storage overheads and to support
flexible access control with revocation in the cloud. A
KPABE System with Secret Attributes was used in [§]
to verify users with diverse permissions to access files
with less computational cost. However, the security
level of cloud storage was not adequate.

A novel technique was presented in [9] to
provide a solution for secure cloud storages from EDoS
attacks and resource utilization. But, computation
complexity was more. A review of different
cryptographic mechanisms designed for data security
and privacy preservation in cloud storage environments
was analyzed in [10].

In order to resolve the above mentioned
existing problem, This Model is developed. The
contribution of Model is described in below,

«+ To achieve improved security for data access
and data storage on the cloud as compared to
state-of-the-art works.

+ To improve the cloud data storage security
with minimal space complexity as compared to
existing techniques.The technique is proposed
with help of endorsement key generation
process and cryptosystem .

+ To enhance the authentication performance of
data access on cloud storage as compared to
conventional techniques, endorsement key
verification process is employed in the existing
works.

The rest of paper is formulated as follows. In

Section 2, related works are described.

2. RELATED WORKS

An eXclusive-OR (XOR) homomorphism
encryption scheme was introduced in [11] for secure
keyword searching on encrypted data. A secure data
collaboration scheme was designed in [12] for access
control of data stored in the cloud.

A privacy preserving keyword search was
carried out in [13] with help of Curtmola’s Searchable
Symmetric encryption scheme. A CP-ABE access

€ 2020 EPRA IJRD |

Journal DOI: https://doi.org/10.36713/epra2016

control scheme with hidden attributes was presented in
[14] for improving the security of sensitive data set
constraint.

A novel two-server authentication and key
agreement protocol were introduced in [15] for
accessing secure cloud services. A privacy-preserving
data access control scheme depends on Ciphertext-
Policy ABSC was introduced in [16] to attain a fine-
grained control and attribute privacy protection
simultaneously in a multi-authority cloud storage
system.

Hierarchical attribute-set-based access control
scheme was presented in [17] for flexible access
control, privacy-preserving, efficient data utilization in
the cloud. A task-oriented multilevel cooperative access
control scheme was developed in [18] to get improved
security isolations between tasks in the cloud.

An identity based secure authentication
scheme was introduced in [19] with the application of
quantum cryptography for authenticating the user in the
cloud. A Rijndael Encryption Algorithm was intended
in [20] for achieving cloud data security.

3. CRYPTOSYSTEM BASED QUOTIENT
FILTER MODEL

The Cryptosystem Based Quotient Filter
Model is developed to improve thesecurity of data
storage and access in a cloud environment. This
technique is designed in the Model by combining
endorsement key generation process in a conventional
Paillier cryptosystem. The designed technique is called
non-deterministic cryptography as the encryption of the
same plaintext under the same endorsement public key
outputs a different ciphertext. Besides to that,
Endorsement public key and the private key is used in
order to increases the authentication performance of
user when access the data stored on a cloud server.
In this Model comprises three main processes as below,

% Registration

% Data Encryption

*,

s Data Decryption

3.1 Registration

The user’s required to register their personal
information’s with cloud server for authentication
purpose. The users in the cloud environment transmit
their personal information’s for example first name, last
name, age, date of birth, e-mail Id, etc to the cloud
server. After receiving user information’s, cloud server
stores it in the database and issue endorsement public
key and private key for each user in a cloud computing
environment. The endorsement public key is an
encryption key which is shared between the sender and
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the receiver. Besides, endorsement private key is a
secret key which kept secret by the user. With supports
of provided endorsement public key, To ensures the
authenticity of each user who accesses the cloud data.
The endorsement private key is employed to decrypt the
ciphertext.

3.2 Data Encryption

Before storing the data on the cloud,
encryption is carried out to attain the security and
confidentiality rate. Few cryptography techniques were
designed in existing works to perform secured cloud
data storage. But, the security and confidentiality rate of
conventional techniques were not sufficient.

The technique is developed by applying
Endorsement key generation process in existing Paillier
cryptosystem on the contrary to state-of-the-art works.
The technique is an asymmetric algorithm for public
key cryptography. The technique is also called as non-
deterministic cryptography because the encryption of
the same data under the same endorsement public key
provides diverse ciphertext as output. The
technique is a type of key pair-based cryptography as
where each user gets an endorsement public and a
private key, and data encrypted with their endorsement
public key can only be decrypted with their
endorsement private key.

3.3 Data Decryption

During the data access, the cloud user
transmits the request message to the cloud server. After
receiving the user request, cloud server authenticates
the user is an authenticated or not with help of their
endorsement public key. The endorsement public key
used in this model on the contrary to state-of-the-art
works as it helps for accurately verifying the cloud
users with minimal time complexity. During the
processes of user authentication, the user entered
endorsement public key is matched with the keys of the
corresponding user stored in cloud server database. If
both endorsement public key is the same, model allows
the user to carry out the Data Decryption. Otherwise,
the data decryption process through that user is
declined.

4. CONCLUSION

The goal of the model is to attaining higher
security for data access on cloud storage. And also
obtained with application of endorsement key
generation. The generation of endorsement key pairs
helps to improve the authentication performance of
users who access cloud data as compared to existing
works. With the support of processes this technique
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,enhances the security of data on cloud storage when
compared to conventional works. By using the
endorsement key generation, permits only legitimate
users to get the data stored on the cloud. This assists to
increases the confidentiality of data on cloud storage as
compared to existing works. The performance of the
Model is estimated in terms of space complexity,
authentication accuracy, and data confidentiality rate
and compared with two state-of-the-art works.
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