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ABSTRACT

Malicious URLs leads the user to malicious websites which steal the users valuable information and spoil their system.

Here we propose an authentication based approach to detect such websites. We developed a tool called PhishFilter an enhanced

browser prevent the user from malicious attack. It analyze the website using SVM (Support Vector Machine) machine learning

algorithm to find the website is malicious or not. The proposed approach is compared with existing approaches which reports low

false positive and false negative. The experimental approach proves the proposed approach correctly detects all phishing and genuine

website without any false positive and negatives. It overcomes many drawback of the existing signature based approaches.

KEYWORDS: websites, IT administrators, social engineering, user training, public awareness,

1. INTRODUCTION

The goal of phishing attacks is to steal user
identities and credentials. Phishing is the act of
attempting to acquire information such as usernames,
passwords, and credit card details (and sometimes,
indirectly, money) by masquerading as a trustworthy
entity in an electronic communication.
Communications purporting to be from popular social
web sites, auction sites, online payment processors or
IT administrators are commonly used to lure the
unsuspecting public. Phishing emails may contain
links to websites that are infected with malware[1].
Phishing is typically carried out by e-mail spoofing or
instant messaging and it often directs users to enter
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details at a fake website whose look and feel are almost
identical to the legitimate one. Phishing is an example
of social engineering techniques used to deceive users
and exploits the poor usability of current web security
technologies. Attempts to deal with the growing
number of reported phishing incidents include
legislation, user training, public awareness, and The
goal of phishing attack

Unfortunately, —no  existing  technical
mechanism fully solves this problem. For example, SSL
only authen- ticates a web server’s IP address or
hostname to a browser and protects the
communication channel as well. Nonethe- less, it
provides no guarantee the HTML files sent by the web

Volume: 1/ Issue: 10/December 2016



EPRA International Journal of Research and Development (IJRD) [ISSN:2455-7838 (Online) [SJIF Impact Factor: 4.144

server are not misleading. [2]Some schemes are
proposed to enable a user to authenticate a server with
a priori secu- rity association. However, those schemes
are not applicable to websites which a user visits for
the first time. Moreover, it requires user awareness of
existence of the authentication Nonetheless, if the
user is already alerted, a simple URL checking can
prevent the phishing attack. (HTTP Transaction) A
request sent from the browser to the server and the
corresponding response from the server to the
browser, both. When a phishing site maliciously claims
a false identity, it always demonstrates abnormal
behaviors compared to a honest site, which are
indicated by some web DOM objects in the page and
HTTP transactions.

The advantage of this approach includes that
it does not rely on any prior knowledge of the server or
users’ security expertise, the adversary has much less
adaptability since the detection is independent of any
specific phishing strategy and it causes no changes on
users’ existing navigation behavior.

Given the rising threat posed by malicious
web pages, it is not surprising that researchers have
started to investigate techniques to protect web users.
Currently, the most widespread protection[3] is based
on URL blacklists. These blacklists (such as Google Safe
Browsing) store URLs that were found to be malicious.
The lists are queried by a browser before visiting a web
page. When the URL is found on the blacklist, the
connection is terminated or a warning is displayed. Of
course, to be able to build and maintain such a
blacklist, automated detection mechanisms are
required that can find on the Internet web pages
containing malicious content.

Unfortunately, for obvious reasons, very few
details have been revealed about Google’s filter. In
particular, the authors only provide examples of three
page features and report that they use a proprietary
machine-learning framework. The very existence of
Google’s blacklist provides evidence that the overall
system i.e. combining the filter with the back-end
analysis tools works.

2. RELATED WORK

In the last few years, the detection of web
pages that launch drive-by-download attacks has
become an active area of research and several new
approaches have been proposed. Dynamic approaches.
Dynamic approaches use honeyclient systems to visit
web pages and determine if they are malicious or not.
In high-interaction honeyclients, the analysis is
performed by using traditional browsers running in a
monitored environment and detecting signs of a
successful drive-by-download attack (e.g., changes in
the file system, the registry, or the set of running
processes) [4,7,9,10]. In low-interaction honeyclients,
the analysis relies on emulated browsers whose
execution during the visit of a web page is monitored
to detect the manifestation of an attack (e.g., the
invocation of a vulnerable method in a plugin) [5,6,8,
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11]. Both high- and low-interaction systems require to
fully execute the contents of a web page. This includes
fetching the page itself, all the resources that are
linked from it, and, most importantly, interpreting the
associated dynamic content, such as JavaScript
code[12]. These approaches usually yield good
detection rates with low false positives, since, by
performing dynamic analysis, they have complete
“visibility” into the actions performed by an attack. The
down-side is that this analysis can be relatively slow,
because of the time required by the browser (either
simulated or real) to retrieve and execute all the
contents comprising a web page, taking from a few
seconds to several minutes, depending on the
complexity of the analyzed page. Scalability issues with
today’s honeyclient systems (relatively slow processing
speed combined with relatively high hardware
requirements) motivated our work on a filtering
system[13]. Our filter achieves higher performance by
forgoing dynamic analysis (e.g., the interpretation of
JavaScript code), and relying instead on static analysis
only. Static approaches [14] to the detection of drive by
download attacks rely on the analysis of the static
aspects of a web page, such as its textual content,
features of its HTML and JavaScript code, and
characteristics of the associated URL.

3. METHODOLOGY
The proposed approach using various
features like domain , sub domain name ip address
and special character to analyze the existing website.
The machine learning algorithm the Support Vector
Machine (SVM) is used for this purpose.
Algorithm
Algorithm 1 Support Vector Machine
Set SV = { closest pair from opposite classes }
while there are violating points do
Find a violator
Set SV = Set SV S
violator
if any ap < 0 due to addition of ¢ to S then
set SV =set SV\p
repeat till all such points are pruned
end if
end while

Our simulation program is written in Java
and run on a Sun T-2000 server, which contains an 8-
core 1 GHz Ultra SPARC CPU, 16 GB of RAM, and the
Solaris 10 operating system. The dataset is stored in a
mysql relational database.

The Website analyze the features of the
website like domain, sub domain, and malicious
special characters . If the website features match the
features in the profile then the website detected is
reported as malicious other the website is declared as
genuine.  According to performance analysis in
normal case and attack case our tool reported low false
positive and negative rate.
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4. IMPLEMENTATION AND
ENVIRONMENT

We implemented Phishfilter, and used to
analyze various websites.. This tools are also used the
current Twitter, Google, and Wikipedia. Our tools also
applied for various search engines. ur tool is analyzed
2,000 URLs per day. The Phishfilter fetches pages
which analyzes each page and extracts and stores all
the features. Once all features have been extracted
from a page, uses the models learned in the previous
training phase to evaluate its maliciousness. If a page
has been identified as likely malicious, It report it as
malicious.

5. CONCLUSION

The proposed approach eliminates need for a
moderator to analyze the features of the website
manually. It detect where the website of the given URL
is genuine or malicious automatically. Initially our tool
is trained using 300 genuine and malicious URLs. In
testing phase our tool is capable enough to detect
malicious and genuine websites with low false positive
and negative rate the experimental results shows our
approach is efficient in detecting malicious attacks.
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