
                                                                                                                                              ISSN (Online): 2455-3662 
EPRA International Journal of Multidisciplinary Research (IJMR) - Peer Reviewed Journal 

 Volume: 11| Issue: 5| May 2025|| Journal DOI: 10.36713/epra2013 || SJIF Impact Factor 2025: 8.691 || ISI Value: 1.188 
 

 

 2025 EPRA IJMR    |    http://eprajournals.com/   |    Journal DOI URL: https://doi.org/10.36713/epra2013-------------------------------1181  

 

 

 

ADVANCEMENTS IN IoT, MACHINE LEARNING, AND SMART 

APPLICATIONS: A COMPREHENSIVE REVIEW 
 

Ashwini Nate 
 Independent Researcher 

 

Article DOI: https://doi.org/10.36713/epra21956 

DOI No: 10.36713/epra21956 

 
ABSTRACT 

The integration of Internet of Things (IoT) and Machine Learning (ML) technologies is revolutionizing how industries approach data-
driven decision-making, automation, and resource optimization. This paper presents a detailed literature review of recent advancements 
in IoT routing protocols, ML-driven applications in healthcare and agriculture, and the role of smart systems in enhancing security, 
privacy, and wireless communication. By analyzing over thirty-five peer-reviewed articles, we offer a synthesized view of optimization 
algorithms, intelligent sensors, privacy-preserving frameworks, and dataset contributions that are driving the evolution of intelligent 
and scalable systems. The findings highlight key innovations, identify research gaps, and outline promising directions for future 
development in the rapidly expanding field of smart technologies. 
 

1. INTRODUCTION 
The rapid proliferation of connected devices and intelligent 

infrastructure in recent years marks a transformative shift in 

technological capabilities across industries. The Internet of 

Things (IoT), when integrated with sophisticated Machine 

Learning (ML) algorithms, has enabled systems to analyze, adapt, 

and make decisions in real time. These capabilities are now 

embedded in sectors such as precision healthcare, sustainable 

agriculture, intelligent traffic systems, and cloud-based 

operations. 

 

As the data generated from these devices grows exponentially in 

both volume and complexity, the demand for robust, scalable, and 

energy-efficient solutions has intensified. Challenges such as 

optimizing routing protocols for constrained environments, 

ensuring secure and private communications, and delivering high-

performance predictive analytics have become central to research 

efforts. This paper presents an extensive synthesis of state-of-the-

art contributions, with a significant focus on the work of 

Dhumane et al., who have explored numerous facets of IoT 

architecture, data-driven healthcare models, fog computing 

security enhancements, and smart agricultural systems driven by 

ML and sensor networks 

 

2. LITERATURE REVIEW AND RELATED WORK 

2.1 IoT Routing Protocols and Optimization 

Efficient routing protocols form the backbone of robust and 

scalable IoT deployments, especially in scenarios constrained by 

limited power and bandwidth. The heterogeneity of IoT devices 

and their dynamic topologies necessitate adaptive solutions that 

minimize latency and energy usage. 

Dhumane and Prasad [1] pioneered the use of a multi-objective 

fractional gravitational search algorithm, demonstrating 

improved packet delivery and energy conservation in sensor-

based networks. Building upon this, fractional grey wolf 

optimization techniques [5] have been proposed for multi-path 

routing that dynamically adjusts based on node energy levels, 

while the fractional whale optimization algorithm [13] further 

enhances path selection by balancing exploration and exploitation 

mechanisms. 

Comprehensive reviews by Dhumane et al. [2, 15] and protocol 

classification frameworks by Midhunchakkaravarthy and 

Dhumane [14] provide context for the evolution of routing 

strategies in IoT. These works emphasize the trade-offs between 

reliability, energy consumption, and computational overhead. 

Hybrid approaches such as the Salp Swarm-Differential 

Evolution algorithm (SS-DE) [17] combine the global search 

capabilities of evolutionary techniques with local optimization 

heuristics to significantly enhance throughput and reduce packet 

loss. 

Collectively, these algorithms and strategies mark critical 

progress toward achieving high-performance routing in energy-

constrained, intermittently connected IoT environments.. 

2.2 Machine Learning in Smart Applications 

Machine learning (ML) has become a transformative tool in smart 

systems, driving advancements in predictive modeling, 

classification, and decision support. Its ability to process vast 

volumes of structured and unstructured data makes it invaluable 

across domains like cybersecurity, medical diagnostics, and 

environmental monitoring. 
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Ahammad et al. [3] leveraged ML techniques for phishing URL 

detection, achieving superior performance through ensemble 

learning methods that improve detection accuracy and reduce 

false positives. In healthcare, convolutional neural network 

(CNN) architectures have demonstrated remarkable success in the 

classification of acute lymphoblastic leukemia [9], breast cancer 

[26], and prostate cancer using deep convolutional networks like 

Unet++ [31]. These models enhance early detection and 

contribute to more reliable clinical outcomes. 

Beyond oncology, ML models incorporating feature selection 

techniques like Lasso and Relief have been applied to predict 

cardiovascular disease [12], detect liver disease [28], and evaluate 

Alzheimer’s progression through unsupervised multi-view 

clustering [33]. These implementations are notable for their 

fusion of statistical rigor and computational efficiency, making 

them suitable for real-time diagnostics in clinical environments. 

2.3 Smart Agriculture and IoT Devices 

Smart agriculture, also known as precision agriculture, is 

transforming traditional farming practices through the integration 

of Internet of Things (IoT) technologies. Zigbee-enabled sensors 

and automated monitoring systems play a crucial role in this 

transformation by enabling real-time data collection and wireless 

communication across farming environments. These sensors can 

monitor a variety of parameters including soil moisture, 

temperature, pH level, and nutrient content, thereby allowing 

farmers to make data-driven decisions that optimize crop health 

and resource usage. 

Mahir et al. [8] and Meshram et al. [7] proposed IoT-based 

frameworks designed specifically for soil health monitoring and 

fruit harvesting. Mahir et al.'s system uses a network of soil 

sensors that communicate via Zigbee protocol to transmit data to 

a centralized gateway, which then analyzes the data and triggers 

irrigation mechanisms as needed. Meshram et al. implemented a 

semi-autonomous fruit harvesting mechanism that combines 

image recognition with sensor feedback to identify ripe produce 

and assist in precision harvesting. 

These smart systems significantly reduce the reliance on manual 

labor and human supervision, lowering labor costs and 

minimizing errors associated with traditional farming methods. 

Moreover, by ensuring that water, fertilizers, and pesticides are 

used more judiciously, they contribute to environmental 

sustainability. The use of renewable energy sources, such as 

solar-powered sensor nodes, further enhances the ecological 

benefits. 

In addition to improving yield quality and farm productivity, 

smart agriculture solutions offer scalability and adaptability, 

making them suitable for both small-scale and industrial-scale 

farming operations. As climate variability and population growth 

continue to pressure the global food supply, the adoption of IoT 

in agriculture stands out as a critical step towards building a more 

resilient and sustainable food system. 

2.4 Privacy and Security in Distributed Systems 

Privacy and security remain fundamental challenges in 

distributed systems, especially as the scale and sensitivity of data 

exchanged across interconnected devices continue to grow. In 

Internet of Things (IoT) deployments, where data is continuously 

generated, transmitted, and processed across diverse nodes, 

ensuring confidentiality, integrity, and availability is of 

paramount importance. 

Ojha et al. [36] proposed a robust three-layer fog computing 

framework to enhance data privacy and reduce exposure to 

centralized vulnerabilities. This architecture introduces a 

stratified approach—comprising the edge (device layer), fog 

(intermediate layer), and cloud (central layer)—where sensitive 

data is pre-processed and filtered at the fog layer before reaching 

the cloud. By minimizing data transmission to central servers, the 

framework helps reduce latency and lowers the risk of data 

interception. 

Dhumane et al. [22] focused on forensic readiness in distributed 

networks by integrating deep packet inspection (DPI) with 

recurrent neural networks (RNNs). Their system continuously 

monitors network traffic for anomalous behavior and retains 

metadata that can assist in tracing cyberattacks. This layered 

forensic approach strengthens the system’s ability to detect, 

respond to, and investigate security incidents in real time. 

In the domain of healthcare, Ramani et al. [20] introduced a 

blockchain-based IoT system that emphasizes immutable and 

tamper-proof data exchange. By using distributed ledgers and 

smart contracts, their system ensures secure authentication and 

traceability of patient data, effectively eliminating single points 

of failure and enhancing data trustworthiness. 

These contributions collectively highlight the growing emphasis 

on security-by-design principles in the development of distributed 

and IoT systems. Rather than applying security measures post-

deployment, modern architectures are being designed with 

embedded security protocols, decentralized trust mechanisms, 

and intelligent monitoring tools from inception. This shift is 

essential for building resilient, privacy-preserving, and scalable 

distributed systems capable of supporting critical applications 

such as healthcare, smart infrastructure, and industrial 

automation. 

2.5 Benchmark Datasets and Real-world Testing 

The development and validation of machine learning (ML) 

models heavily rely on the availability of high-quality, annotated 

datasets. Benchmark datasets serve as standardized testbeds that 

enable researchers to evaluate algorithm performance, compare 

models fairly, and ensure reproducibility of results across studies. 

Meshram et al. [11] contributed a significant dataset focused on 

the visual classification of dry fruits. This dataset includes high-

resolution images with labeled categories, facilitating research in 

image recognition, classification accuracy, and feature extraction. 

Such domain-specific datasets are crucial for training deep 
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learning models, particularly convolutional neural networks 

(CNNs), to distinguish between visually similar classes with high 

precision. 

Benchmark datasets not only support academic research but also 

accelerate industrial adoption by providing reliable inputs for 

model training and deployment in real-world scenarios. 

Moreover, they assist in stress-testing algorithms under varying 

conditions such as changes in lighting, orientation, and 

background, which closely simulate operational environments. 

The use of benchmark datasets also encourages reproducibility—

an essential aspect of scientific progress—by allowing 

independent researchers to validate findings and build upon 

existing models. In turn, this fosters collaborative advancements 

and the refinement of methodologies across disciplines including 

agriculture, healthcare, autonomous systems, and smart 

surveillance. 

Future research must continue to focus on curating diverse, 

representative datasets that address issues of bias, scalability, and 

domain transferability to further enhance the reliability and 

generalization capabilities of ML models in real-world 

deployments.. 

2.6 Innovations in Wireless and Smart Systems 

The evolution of wireless communication technologies plays a 

pivotal role in advancing the capabilities of smart and connected 

systems. Next-generation wireless systems, such as 5G and 

beyond, are designed to address the demands of high-speed 

connectivity, ultra-low latency, and massive device density—key 

enablers for the Internet of Things (IoT) and real-time 

applications. 

Chaturvedi and Dhumane [21] examined the potential of 5G 

networks in supporting latency-sensitive IoT applications, such as 

autonomous vehicles, remote surgery, and industrial automation. 

Their study highlights how the enhanced Mobile Broadband 

(eMBB), Ultra-Reliable Low-Latency Communication 

(URLLC), and massive Machine-Type Communication (mMTC) 

modes of 5G can facilitate robust, scalable, and responsive IoT 

architectures. 

Beyond connectivity, innovations in smart devices and control 

systems are also reshaping urban technology ecosystems. For 

instance, research into smart switches [24] focuses on energy-

efficient and remotely controllable electrical systems that can be 

integrated with home automation and industrial IoT frameworks. 

These switches often use wireless protocols like Zigbee, Z-Wave, 

or Wi-Fi to enable seamless user interaction and intelligent 

control based on sensor feedback. 

Furthermore, intelligent resource allocation mechanisms [30] 

are being developed to ensure efficient use of limited network 

bandwidth, computing power, and energy resources in densely 

populated IoT environments. Techniques such as edge 

computing, software-defined networking (SDN), and machine 

learning-based traffic prediction are increasingly integrated to 

manage heterogeneous network loads and dynamically allocate 

resources based on demand. 

Collectively, these innovations underscore the convergence of 

wireless communication, embedded intelligence, and real-time 

responsiveness as the foundation of future smart systems. As 

cities and industries transition toward digital infrastructure, the 

synergy between next-gen wireless networks and intelligent 

control systems will be vital for building scalable, sustainable, 

and resilient urban environments. 

3. CONCLUSION 
This comprehensive review synthesizes insights from recent 

advancements in the domains of the Internet of Things (IoT), 

machine learning (ML), and smart systems. The survey spans a 

wide range of innovations—from routing protocols and hybrid 

optimization algorithms to practical implementations in sectors 

such as healthcare, agriculture, and urban infrastructure. It also 

addresses critical aspects of data privacy, system scalability, and 

real-time responsiveness. 

The selected studies collectively affirm that the integration of 

hybrid optimization techniques, secure communication 

frameworks (e.g., blockchain and fog computing), and intelligent 

decision-making models (e.g., deep learning and RNNs) is not 

only technically feasible but increasingly necessary to meet the 

demands of modern distributed systems. These technologies 

contribute significantly to performance efficiency, system 

resilience, and user-centric design in next-generation 

applications. 

Moving forward, future research should prioritize the 

convergence of these technologies into unified, interoperable 

platforms. Such platforms must support seamless data exchange, 

cross-domain analytics, and adaptive services that respond 

dynamically to environmental and contextual changes. Emphasis 

should also be placed on compliance with evolving data 

protection regulations and the adoption of security-by-design 

principles to safeguard user trust and system integrity. 

Ultimately, the continued advancement of IoT and smart systems 

will depend on collaborative efforts across disciplines—

combining innovations in wireless communication, edge 

computing, artificial intelligence, and cybersecurity to shape a 

more connected, intelligent, and secure technological ecosystem. 
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